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1. Introduction 
This Cookie Policy explains how Lumiex uses cookies and similar tracking 
technologies on its websites, trading platforms, and digital communication 
tools. 

The Policy aims to ensure transparency in compliance with the EU General 
Data Protection Regulation (GDPR – Regulation (EU) 2016/679), the UK 
GDPR, the ePrivacy Directive 2002/58/EC, the Personal Data Protection 
Act (PDPA – Singapore), the Personal Information Protection Law (PIPL – 
China), and the California Privacy Rights Act (CPRA – USA). 

Cookies help Lumiex ensure the secure operation of trading systems, 
analyze performance, personalize the user experience, and comply with 
regulatory requirements such as consent logging. 

By continuing to use Lumiex websites or platforms, you acknowledge that 
cookies may be used in accordance with this Policy and the Lumiex 
Privacy Notice. 

2. What Are Cookies 

Cookies are small text files that a website places on your computer or 
device. 

They allow the website to recognize your device, store preferences, improve 
navigation, and collect analytical data about how the site is used. 

Cookies may be: 

●​ Session cookies — temporary, erased when the browser closes. 

●​ Persistent cookies — remain stored until their expiry date or manual 
deletion. 

●​ First-party cookies — set directly by Lumiex. 

●​ Third-party cookies — set by external service providers assisting 
Lumiex operations. 

Cookies do not contain personal data such as passwords or trading 
information, and cannot access files on your device. 

3. How Lumiex Uses Cookies 

Lumiex uses cookies to fulfill legitimate business, operational, and 
regulatory purposes. These include: 

●​ Maintaining secure sessions and authenticating users on trading 
platforms; 

 



 

●​ Optimizing page load time and system performance; 

●​ Collecting anonymous analytics to improve website usability; 

●​ Remembering language, time zone, and interface preferences; 

●​ Managing marketing communications and consent preferences; 

●​ Protecting against fraud, abuse, and unauthorized access. 

Each cookie type serves a distinct function, processed according to GDPR Article 
5(1)(b) (purpose limitation) and Article 6(1)(f) (legitimate interest). 

4. Categories of Cookies 
Lumiex classifies its cookies into the following categories for transparency 
and compliance: 

Category Purpose Examples Typical 
Retention 

Strictly 
Necessary 
Cookies 

Essential for core 
website and platform 
functionality (login, 
regulatory consent, 
security). 

Session identifiers, 
account 
authentication, 
regulatory notice 
tracking. 

Session only. 

Performance 
Cookies 

Measure system usage 
and efficiency; collect 
aggregated metrics. 

Page load time, error 
reports, latency 
monitoring, platform 
optimization logs. 

Up to 12 months. 

Functional 
Cookies 

Enhance usability by 
storing settings and 
preferences. 

Language, region, 
MT5 layout 
preferences, time 
zone. 

Up to 13 months. 

Advertising 
Cookies 

Used for marketing 
campaigns, 
remarketing, and 
conversion tracking 
(based on explicit 
consent). 

Ad performance 
metrics, campaign 
source ID. 

Up to 6 months 
or until consent 
withdrawn. 

Security 
Cookies 

Detect anomalies, 
prevent abuse and 
fraud, protect user 
sessions. 

Failed login counter, 
device fingerprint ID. 

Session or up to 
12 months. 

 



 

Category Purpose Examples Typical 
Retention 

Analytics 
Cookies 

Support statistical 
reporting and internal 
market research 
(aggregated, 
anonymized). 

Google Analytics, 
Matomo, Hotjar user 
flow data. 

13 months 
(GDPR/ePrivacy 
cap). 

All cookies are implemented according to GDPR Article 25 (Data 
Protection by Design and Default) and industry-standard retention limits. 

5. Third-Party Cookies 

Lumiex may use third-party cookies from trusted providers for analytical, 
functional, or security purposes. 

These providers process limited technical data such as device type, browser 
version, IP address (partially masked), and session duration. 

Examples include: 

●​ Analytics: Google Analytics, Matomo, Hotjar (aggregated usage 
metrics). 

●​ Infrastructure: Cloudflare, Akamai (content delivery, DDoS 
protection). 

●​ Advertising (where consented): Meta, Google Ads, or regional 
equivalents. 

Each provider is subject to a Data Processing Agreement (DPA) ensuring 
compliance with GDPR Article 28 and equivalent laws under PDPA/PIPL. 

Lumiex does not sell or trade personal data for advertising purposes. 

6. How Consent Is Collected and Managed 

Lumiex operates a Consent Management Platform (CMP) that records, 
updates, and audits user choices regarding cookie preferences. 

Key features include: 

●​ Granular selection: users can allow or reject specific cookie 
categories. 

●​ Record keeping: consent logs stored for 13 months as evidence of 
compliance under GDPR Article 7(1). 

 



 

●​ Withdrawal rights: consent can be withdrawn at any time through 
the “Cookie Preferences Center.” 

●​ Region-specific banners: automatic display based on visitor’s 
jurisdiction (EU, UK, APAC, CN). 

Consent is not required for strictly necessary cookies under ePrivacy 
Directive Article 5(3). 

For all other cookies, Lumiex requests clear affirmative action before 
activation. 

7. Managing Your Preferences 

You may manage cookies in the following ways: 

●​ Use the Lumiex Cookie Preferences Center to enable, disable, or 
withdraw consent. 

●​ Modify browser settings to block or delete cookies. 

●​ Opt out of third-party advertising networks via the Network 
Advertising Initiative (NAI). 

Disabling certain cookies may affect website functionality, such as login or 
session persistence. 

Lumiex respects Do Not Track (DNT) browser signals where supported. 

8. Cross-Border Data Transfers and Retention 

Technical data collected via cookies may be processed on servers outside 
your country. 

Lumiex ensures protection through: 

●​ Standard Contractual Clauses (SCCs) and UK Addendum for EU/UK 
data; 

●​ Cross-Border Privacy Rules (CBPR) for APAC transfers; 

●​ PDPA (Singapore) Section 26 and PIPL (China) Article 38 
compliance; 

●​ CPRA opt-out provisions for California residents. 

Retention periods follow the shorter of (a) business necessity or (b) 
13-month maximum allowed by GDPR/ePrivacy. 

Expired cookies are automatically deleted or anonymized. 

 



 

9. Updates and Version Control 

Lumiex reviews this Policy at least once per year, or earlier if regulatory, 
technical, or operational changes occur. 

All updates are published on the official Lumiex website, displaying the 
effective date and version number. 

Continued use of Lumiex websites following updates constitutes 
acknowledgment of the revised Policy. 

Change log is maintained under Lumiex Compliance Record-Keeping 
SOP for audit reference. 

 

 



 

10. Regional Compliance References 

Jurisdiction Key Law / Directive Relevant Articles / Notes 

European 
Union 

GDPR, ePrivacy Directive 
2002/58/EC 

Articles 5, 6, 7, 13, 25 — consent, 
data minimization, 
transparency. 

United 
Kingdom 

UK GDPR, Privacy and Electronic 
Communications Regulations 
(PECR) 

Mirror provisions of EU law. 

Singapore PDPA 2012 (amended 2020) 
Section 26 – cross-border 
transfer; Section 15 – 
withdrawal of consent. 

China Personal Information Protection 
Law (PIPL) 2021 

Articles 38–41 – transfer and 
consent requirements. 

United 
States 

California Privacy Rights Act 
(CPRA) 2023 

Right to opt-out of sale/sharing 
of data; transparency 
obligations. 

Lumiex applies a “highest standard wins” principle — when multiple 
privacy laws overlap, the stricter standard applies. 

11. Reference and Contact 

This Cookie Policy forms part of the Lumiex Legal Pack, to be read together with 
the Privacy Notice, Risk Disclosure and Warning Notice, and AML Policy. 

Registered office: 
Fortgate Offshore Investment and Legal Services Ltd. 

Ground Floor, The Sotheby Building, Rodney Village, Rodney Bay, 
Gros-Islet, Saint Lucia. 

For any regulatory correspondence, contact the Lumiex Compliance 
Department through official channels. 
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