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1. Purpose and Scope 
This Privacy Notice explains how Lumiex collects, uses, discloses, stores, and 
protects your personal data throughout your relationship with the 
Company—from account registration and trading activity to account closure. 

It outlines Lumiex’s global data protection standards in compliance with the EU 
General Data Protection Regulation (Regulation (EU) 2016/679 – GDPR), the UK 
GDPR, the Personal Data Protection Act (PDPA – Singapore), the Personal 
Information Protection Law (PIPL – China), and equivalent privacy frameworks in 
other jurisdictions where Lumiex operates. 

This Notice applies to: 

●​ Individual and corporate clients using Lumiex trading services; 
●​ Introducing Brokers (IBs), affiliates, and service providers; 
●​ Employees, contractors, and applicants; 
●​ Visitors to Lumiex websites, events, and mobile applications. 

The Notice is reviewed annually or whenever there are material legal or regulatory 
changes. 

2. Personal Data We Collect 

Lumiex collects and processes personal data necessary for account 
management, regulatory compliance, and service improvement. 

Categories of data include: 

1.​ Identity Data — name, date of birth, nationality, identification 
number, occupation, and tax identification. 

2.​ Contact Data — address, email, telephone number, and other 
communication identifiers. 

3.​ Financial Data — payment details, transaction history, and banking 
relationships. 

4.​ Trading and Technical Data — trading account IDs, IP addresses, 
device identifiers, platform logs, and session metadata. 

5.​ Employment and Relationship Data — employer details, role, 
affiliation with financial institutions (for professional client 
classification). 

6.​ Marketing and Preference Data — consent status, survey responses, 
and communication preferences. 

 



 

7.​ Cookies and Behavioural Data — collected through Lumiex websites 
and mobile platforms to enhance user experience. 

Lumiex does not intentionally collect sensitive data (racial, political, or 
biometric information) unless explicitly required by regulation (e.g., identity 
verification). 

3. Collection Methods 

Personal data may be collected through: 

●​ Direct submissions during account registration, verification, and 
transactions; 

●​ Use of Lumiex trading platforms, websites, or mobile apps; 

●​ Communication via email, chat, or recorded phone lines; 

●​ IBs, affiliates, and verified third-party providers (KYC, payment, 
analytics); 

●​ Participation in Lumiex webinars, events, or surveys; 

●​ Public databases and official registers, as permitted by law. 

Lumiex does not purchase or resell personal data from data brokers. 

 

 



 

4. Purpose and Legal Basis of Processing 
In compliance with Articles 6 and 13 of the GDPR, Lumiex processes personal data 
under lawful bases summarized below: 

Purpose of Processing Legal Basis Examples 

Account opening and 
verification 

Article 6(1)(b) – 
Contractual necessity 

KYC, identity 
verification, onboarding 
forms 

Compliance with 
AML/KYC obligations 

Article 6(1)(c) – Legal 
obligation 

Reporting to regulators, 
fraud prevention 

Transaction processing 
and client support Article 6(1)(b) – Contract Executing deposits, 

withdrawals, trading 

Risk management and 
internal audit 

Article 6(1)(f) – 
Legitimate interest 

Monitoring operational 
integrity 

Marketing 
communications 
(opt-in) 

Article 6(1)(a) – Consent 
Newsletters, 
promotions, event 
invitations 

Platform optimization 
and analytics 

Article 6(1)(f) – 
Legitimate interest 

Tracking platform 
errors, performance 

Legal defense or 
regulatory requests 

Article 6(1)(c) – Legal 
obligation 

Disclosures to 
competent authorities 

Lumiex ensures that processing remains limited to the specific purpose for 
which data was collected. 

5. Cookies and Tracking Technologies 

Lumiex uses cookies to provide secure and optimized website functionality. 

Categories include: 

●​ Essential cookies — required for authentication and platform access. 

●​ Analytical cookies — measure website usage and performance. 

●​ Preference cookies — store language or region settings. 

●​ Marketing cookies — personalize offers based on consent. 

Users can manage cookie preferences at any time through browser 
settings or the Lumiex Cookie Preference Center. 

Detailed information is available in the Lumiex Cookie Policy. 

 



 

6. Data Sharing and Processors 

Lumiex shares personal data only with verified entities necessary for 
business or legal operations. 

Recipients include: 

●​ Entities within the Lumiex Group; 

●​ Banks, payment processors, and liquidity providers; 

●​ Identity and risk-screening vendors; 

●​ Regulatory or tax authorities upon lawful request. 

All third-party processors undergo due diligence, data protection impact 
assessments (DPIA), and are bound by Data Processing Agreements 
(DPAs) that meet GDPR Article 28 standards. 

Lumiex does not sell, lease, or commercially trade client data. 

7. International Data Transfers 

To facilitate global operations, Lumiex may transfer data outside your 
country of residence. 

Such transfers comply with: 

●​ EU Standard Contractual Clauses (SCCs) and UK Addendum; 

●​ Adequacy Decisions by the European Commission or UK authorities; 

●​ Equivalent safeguards recognized by PDPA (Singapore) or PIPL 
(China). 

Copies of relevant transfer mechanisms can be requested from the Lumiex 
Compliance Department. 

8. Data Retention and Deletion 

Data is retained only for as long as necessary to fulfill contractual and 
regulatory obligations. 

Retention periods vary by category: 

Data Category Retention Period Purpose 

Client identification 
(KYC) 

7 years after account 
closure 

Regulatory audit & AML 
compliance 

 



 

Data Category Retention Period Purpose 

Trading & transaction 
logs 7 years Financial reporting 

Marketing & consent 
records Until consent withdrawn Communication 

preferences 

Employment & HR 
data 

Duration of employment 
+ 5 years HR legal compliance 

After expiry, data is securely deleted or anonymized. Backups are encrypted 
and periodically purged in accordance with Lumiex’s Data Lifecycle Policy. 

9. Data Security 

Lumiex implements robust administrative, technical, and physical controls, 
including: 

●​ AES-256 encryption at rest and TLS 1.3 in transit; 

●​ Multi-factor authentication (MFA) for employee and client access; 

●​ Segregated network environments and intrusion detection systems; 

●​ ISO/IEC 27001-aligned policies and independent penetration testing; 

●​ Staff confidentiality agreements and continuous training. 

In the event of a data breach, Lumiex follows its Incident Response Plan, 
notifying affected individuals and regulators as required under GDPR 
Article 33. 

10. Rights of Data Subjects 

Under the GDPR (Articles 15–22), PDPA, and PIPL, individuals have the 
following rights: 

●​ Access: to obtain a copy of personal data held by Lumiex. 

●​ Rectification: to correct inaccurate or incomplete information. 

●​ Erasure (Right to be Forgotten): to delete data under lawful 
conditions. 

●​ Restriction of Processing: to suspend data use in certain scenarios. 

●​ Data Portability: to receive data in structured, machine-readable 
format. 

 



 

●​ Objection: to processing based on legitimate interest or direct 
marketing. 

●​ Withdraw Consent: for activities based solely on consent (e.g., 
newsletters). 

●​ Non-discrimination: for exercising any of these rights. 

For clients in Mainland China (PIPL): 
Individuals may additionally request explanations of data processing rules 
and object to automated decision-making. 

For clients in Singapore (PDPA): 
Clients may request information on how personal data is collected, used, or 
disclosed, and the retention policies applicable to them. 

Requests can be submitted via secure client portal forms or written 
correspondence to the Lumiex Compliance Department. 

Lumiex will respond within one (1) calendar month unless extension is 
justified under Article 12(3) GDPR. 

11. Contact and Complaints 

For privacy concerns or to exercise data rights, contact Lumiex in writing at: 

Registered office: 

Fortgate Offshore Investment and Legal Services Ltd. 

Ground Floor, The Sotheby Building, Rodney Village, Rodney Bay, 
Gros-Islet, Saint Lucia. 

If unsatisfied, individuals may escalate complaints to their local Data 
Protection Authority (DPA) or relevant supervisory authority under 
applicable law. 

 

 



 

12. Annex A — Legal Basis Summary 

Category Example Activities Legal Basis 

Contractual Processing Account registration, 
trade execution 

Art.6(1)(b) GDPR 

Legal Compliance AML/KYC, tax reporting Art.6(1)(c) GDPR 

Legitimate Interests Security monitoring, fraud 
prevention 

Art.6(1)(f) GDPR 

Consent Marketing emails, surveys Art.6(1)(a) GDPR 

Public Interest Regulatory disclosures Art.6(1)(e) GDPR 

13. Annex B — Cross-Border Data Protection Alignment 
Lumiex adheres to recognized international privacy frameworks, including: 

●​ EU–US Data Privacy Framework (where applicable); 

●​ APEC Cross-Border Privacy Rules (CBPR) System; 

●​ FATF and IOSCO data-exchange integrity guidelines. 

These frameworks ensure equivalent protection standards across 
jurisdictions. 
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